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How	  to	  deal	  with	  confiden9al	  
informa9on?	  

•  Government	  need	  to	  provide	  informa3on	  to	  the	  public	  upon	  
request	  or	  due	  to	  regular	  repor3ng	  requirements.	  

•  Part	  of	  this	  informa3on	  might	  stem	  from	  private	  individuals	  or	  
non-‐governmental	  legal	  en33es	  

•  Tensions	  between	  providing	  sufficient	  informa3on	  and	  the	  
privacy	  expecta3ons	  of	  individuals	  and	  the	  interest	  in	  
maintaining	  the	  economic	  value	  of	  confiden3al	  informa3on	  
submiJed	  by	  business	  and	  other	  legal	  persons	  

•  Management	  at	  the	  domes3c	  level	  within	  the	  cons3tu3onal	  
structures	  balancing	  access	  to	  informa3on,	  privacy	  interests,	  
and	  economic	  interests	  



Basic	  understanding	  	  
•  Users	  in	  commercial	  ABS	  nego3a3ons	  need	  to	  disclose	  

privileged	  commercially	  valuable	  informa3on	  
•  Confiden3al	  informa3on	  is	  categorised	  as	  either	  
-  Trade	  secrets,	  or	  
-  Restricted	  informa3on	  

•  Because	  nego3a3on	  partners	  include	  governments,	  legal	  
requirements	  on	  providing	  access	  to	  certain	  informa3on	  may	  
apply,	  contrary	  to	  nego3a3ons	  between	  two	  private	  partners	  

•  If	  indigenous	  peoples	  and	  local	  communi3es	  join	  nego3a3ons,	  
their	  understanding	  of	  issues	  of	  confiden3ality	  might	  be	  very	  
different	  from	  government	  and	  commercial	  users	  

Confiden9al	  informa9on	  and	  ABS	  
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In	  a	  democra3c	  society,	  the	  ability	  to	  access	  informa3on	  
generated,	  and	  used	  by	  execu3ve	  and	  other	  government	  bodies	  is	  
crucial	  to	  ensuring	  an	  informed	  ci3zenry	  that	  can	  par3cipate	  
properly	  in	  government	  decision-‐making.	  Issues	  to	  be	  clarified:	  

•  Who	  may	  request?	  Interested	  par3es	  or	  any	  person?	  
•  How	  to	  address	  privacy	  concerns	  of	  those	  the	  informa3on	  may	  

concern,	  if	  they	  have	  a	  privacy	  interest?	  
•  How	  to	  address	  the	  commercial	  interest	  of	  those	  with	  

commercial	  interests	  at	  stake	  
•  How	  broad	  to	  make	  the	  disclosure?	  
•  Is	  the	  disclosure	  discre3onary	  or	  required?	  
•  Who	  can	  object	  to	  the	  disclosure,	  if	  at	  all?	  

Access	  to	  informa9on	  as	  democra9c	  
principle	  
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•  Personal	  data	  of	  ci3zens	  need	  to	  be	  protected	  as	  a	  maJer	  of	  
principle.	  Na3onal	  legisla3on	  deals	  with	  this	  to	  different	  
extent.	  There	  is	  no	  interna3onal	  legal	  framework	  for	  the	  
protec3on	  of	  personal	  data.	  

•  Protec3on	  of	  business	  informa3on	  is	  rooted	  in	  the	  preven3on	  
of	  unfair	  compe33on	  and	  respec3ve	  legal	  frameworks.	  

•  The	  Paris	  Conven3on	  was	  the	  first	  interna3onal	  legal	  
framework	  to	  address	  this	  issue	  in	  the	  context	  of	  IPRs.	  Since	  
than,	  the	  form	  of	  protec3on	  chosen	  -‐	  trade	  secrets	  –	  is	  o[en	  
regulated	  in	  IPR	  laws	  

•  Boundaries	  of	  what	  cons3tutes	  a	  trade	  secret	  vary	  quite	  
significantly	  not	  only	  between	  countries,	  but	  some3mes	  within	  
countries,	  depending	  of	  jurisdic3ons.	  

Protec9on	  of	  informa9on	  as	  
legi9mate	  concern	  
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•  Trade	  secrets	  and	  restricted	  informa3on	  can	  extend	  to	  the	  
content	  of	  products	  on	  the	  market	  

•  Such	  products,	  e.g.	  chemicals,	  could	  come	  into	  direct	  contact	  
with	  humans	  and	  the	  environment,	  causing	  adverse	  impacts	  

•  Environmental	  advocates	  lobby	  for	  increased	  access	  to	  
informa3on	  to	  enable	  informed	  public	  par3cipa3on	  in	  decision	  
making	  

•  Industry	  lobbies	  for	  regula3on	  of	  approval	  and	  use	  of	  
chemicals	  outside	  of	  the	  environmental	  law,	  e.g.:	  
-  Composi3on	  and	  safety	  of	  fracking	  liquids	  
-  Composi3on	  and	  safety	  of	  pes3cide	  formula3ons	  

Confiden9al	  business	  informa9on	  
and	  environmental	  protec9on	  
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Although	  the	  Nagoya	  Protocol	  and	  respec3ve	  na3onal	  ABS	  
regimes	  are	  elements	  of	  environmental	  law,	  common	  
jus3fica3ons	  for	  provisions	  on	  access	  to	  environmental	  
informa3on	  do	  not	  necessarily	  apply	  to	  ABS	  agreements:	  
•  Access	  and	  u3lisa3on	  assumed	  to	  not	  cause	  environmental	  harm	  
•  Environmental	  proper3es	  of	  products	  are	  not	  assessed	  within	  the	  

framework	  of	  ABS	  laws,	  CBD	  Art.	  15.2	  is	  not	  reflected	  in	  NP:	  
“Each	  Contrac3ng	  Party	  shall	  endeavour	  to	  create	  condi3ons	  to	  
facilitate	  access	  to	  gene3c	  resources	  for	  environmentally	  sound	  
uses”	  

•  The	  Nagoya	  Protocol	  and	  exis3ng	  ABS	  law	  do	  not	  foresee	  public	  
par3cipa3on	  in	  decision	  making	  

ABS	  is	  a	  special	  case	  
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ABS	  and	  confiden9al	  (business)	  
informa9on	  

Nagoya	  Protocol	  
Na9onal	  ABS	  
Framework	  

(Aarhus	  Conven9on)	  
CBD	  

TRIPS	  Agreement	  
(EU	  law	  on	  CBI)	  

Na9onal	  Freedom	  of	  Informa9on	  /	  
Right	  to	  Knowledge	  laws	  



The	  Nagoya	  Protocol	  speaks	  of	  „confiden3al	  informa3on“,	  which	  
goes	  beyond	  trade	  secrets	  and	  confiden3al	  business	  informa3on.	  
Issues	  to	  consider	  in	  developing	  na3onal	  ABS	  frameworks	  and	  
MAT	  nego3a3ons	  are:	  
•  Protec3on	  of	  personal	  data	  
•  Protec3on	  of	  business-‐related	  informa3on	  
•  Incen3ve	  for	  users	  to	  invest	  in	  product	  development	  
•  Gran3ng	  exclusivity	  in	  u3lisa3on	  through	  limi3ng	  access	  
•  Standards	  in	  access	  to	  governmental	  informa3on	  in	  general	  
•  No3on	  that	  access	  and	  u3lisa3on	  do	  not	  cause	  environmental	  

harm,	  which	  is	  the	  trigger	  for	  access	  to	  environmental	  
informa3on	  

Network	  of	  influences	  
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NP	  Art.	  14.2 	  Without	  prejudice	  to	  the	  protec9on	  of	  confiden9al	  
informa9on,	  each	  Party	  shall	  make	  available	  to	  the	  
Access	  and	  Benefit-‐sharing	  Clearing-‐House	  any	  
informa3on	  required	  by	  this	  Protocol,	  as	  well	  as	  
informa3on	  required	  pursuant	  to	  the	  decisions	  
taken	  by	  the	  Conference	  of	  the	  Par3es	  serving	  as	  the	  
mee3ng	  of	  the	  Par3es	  to	  this	  Protocol.	  

Contras9ng	  approaches	  in	  CBD	  and	  
NP	  

•  The	  CBD	  calls	  for	  providing	  environmental	  informa3on	  without	  
men3oning	  limita3on	  through	  confiden3ality	  (Art.	  14.1(a);	  Art.	  
15(7);	  Art.	  19.2)	  

•  The	  Nagoya	  Protocol	  provides	  for	  an	  unlimited	  possibility	  to	  
declare	  any	  informa3on	  as	  confiden3al	  
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Monitoring	  u9lisa9on	  and	  
confiden9ality	  

NP	  Art.	  17.1	  (a) 	  The	  designa3on	  of	  one	  or	  more	  checkpoints,	  as	  
follows:	  

(iii) 	  Such	  informa3on,	  including	  from	  interna3onally	  recognized	  
cer3ficates	  of	  compliance	  where	  they	  are	  available,	  will,	  
without	  prejudice	  to	  the	  protec9on	  of	  confiden9al	  
informa9on,	  be	  provided	  to	  relevant	  na3onal	  authori3es,	  to	  
the	  Party	  providing	  prior	  informed	  consent	  and	  to	  the	  Access	  
and	  Benefit-‐sharing	  Clearing-‐House,	  as	  appropriate;	  
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Interna9onal	  cer9ficate	  and	  
confiden9ality	  

NP	  Art.	  17.4 	  The	  interna3onally	  recognized	  cer3ficate	  of	  
compliance	  shall	  contain	  the	  following	  minimum	  
informa3on	  when	  it	  is	  not	  confiden9al:	  

(a) 	  Issuing	  authority;	  (b)	  Date	  of	  issuance;	  (c)	  The	  provider;	  
(d) 	  Unique	  iden3fier	  of	  the	  cer3ficate;	  
(e) 	  The	  person	  or	  en3ty	  to	  whom	  prior	  informed	  consent	  was	  

granted;	  
(f) 	  Subject-‐maJer	  or	  gene3c	  resources	  covered	  by	  the	  cer3ficate;	  
(g) 	  Confirma3on	  that	  mutually	  agreed	  terms	  were	  established;	  
(h) 	  Confirma3on	  that	  prior	  informed	  consent	  was	  obtained;	  and	  
(i) 	  Commercial	  and/or	  non-‐commercial	  use.	  

02.12.2015	   Workshop	  on	  the	  Nego3a3on	  of	  MAT	   12	  



There	  is	  no	  interna3onal	  guidance	  to	  support	  governments	  in	  the	  
issue	  of	  confiden3al	  informa3on	  and	  ABS.	  When	  sejng	  up	  
respec3ve	  legisla3ve	  and	  administra3ve	  approaches	  and	  
strategising	  about	  MAT	  nego3a3on,	  various	  na3onal	  frameworks	  
need	  to	  be	  considered:	  
•  Cons3tu3onal	  provisions	  about	  access	  to	  governmental	  

informa3on	  
•  The	  applicability	  of	  legisla3on	  on	  access	  to	  environmental	  data	  
•  Approaches	  on	  protec3on	  of	  personal	  data	  
•  Approaches	  on	  protec3on	  of	  confiden3al	  business	  informa3on	  

and	  protec3on	  against	  unfair	  compe33on	  
•  Policies	  on	  the	  valua3on	  of	  GR	  and	  aTK	  through	  R&D	  

Na9onal	  frameworks	  and	  MAT	  
nego9a9ons	  
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Interna9onal	  Cer9ficate	  ABSCH-‐IRCC-‐IN-‐204353-‐1	  by	  India	  

•  The	  Indian	  Na3onal	  Biodiversity	  Authority	  (NBA)	  issues	  
na3onal	  ABS	  permits	  and	  the	  IRCC	  

•  NBA	  published	  the	  first	  IRCC	  on	  01.10.2015	  
•  Two	  possible	  entries	  are	  kept	  confiden3al:	  
-  The	  provider	  
-  Type	  of	  use	  allowed	  by	  the	  permit	  or	  its	  equivalent	  

•  hJps://absch.cbd.int/search/na3onal-‐records/IRCC	  
•  But:	  unclear	  rela3on	  to	  Indian	  na3onal	  permits	  
•  hJp://nbaindia.org/content/683/61/1/approvals.html	  

First	  example	  under	  the	  NP	  
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ABSCH-‐IRCC-‐IN-‐204353-‐1	  vs.	  
Permit	  40	  684	  ?	  
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Issue:	  Confiden9al	  informa9on	  is	  known	  to	  CNA	  !	  
•  The	  concept	  of	  confiden3al	  data	  refers	  to	  publically	  available	  

informa3on	  
•  Governmental	  authori3es	  to	  fulfil	  their	  obliga3ons	  under	  legal	  

frameworks	  need	  to	  receive	  complete	  informa3on	  

Trust	  building	  is	  essen9al	  

Trust	  building	  measures	  
•  Rules,	  mechanisms	  and	  spirit	  need	  to	  be	  established	  to	  keep	  

confiden3al	  informa3on	  confiden3al	  
•  Authori3es	  need	  to	  establish	  a	  sufficient	  level	  of	  

trustworthiness	  to	  aJract	  public	  and	  private	  users	  with	  
commercial	  intent	  
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Exclusivity	  needs	  to	  be	  addressed	  and	  clarified	  in	  MAT	  

•  User	  receives	  exclusive	  right	  for	  access	  vs.	  
Provider	  retains	  right	  to	  give	  access	  to	  same	  GR	  to	  other	  users	  

•  User	  receives	  exclusive	  right	  for	  any	  u3lisa3on	  vs.	  
User	  receives	  rights	  for	  specified	  u3lisa3on	  
Ø  Other	  users	  could	  get	  access	  to	  the	  same	  GR	  but	  for	  other	  

u3lisa3on	  
•  There	  are	  no	  general	  rules	  on	  exclusivity	  in	  ABS	  contracts	  
•  Strategic	  decisions	  that	  need	  adapted	  benefit	  sharing	  

provisions	  

Exclusivity	  as	  basis	  for	  commercial	  
u9lisa9on	  

02.12.2015	   Workshop	  on	  the	  Nego3a3on	  of	  MAT	   17	  



Contact	  
Dr.	  Hartmut	  Meyer	  
Advisor,	  ABS	  Capacity	  Development	  Ini3a3ve	  
Deutsche	  Gesellscha[	  für	  Interna3onale	  Zusammenarbeit	  (GIZ)	  
GmbH	  
Dag-‐Hammarskjöld-‐Weg	  1-‐5	  
65760	  Eschborn	  
Germany	  
t: 	  +49	  6196	  793285	  
f: 	  +49	  6196	  79803285	  
m:	  +49	  171	  1027839	  
e: 	  hartmut.meyer@giz.de	  
e: 	  abs-‐ini3a3ve@giz.de	  (secretariat)	  

Thank	  you	  for	  your	  a_en9on	  !	  


